Concurrent

Sessions
4 Million

Secure SD-WAN

FortiGate®400E Series

FortiGate 400E, 401E and 401E-DC

Next Generation Firewall

Secure Web Gateway
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Dong san pham FortiGate 400E cung
cap giai phap SD-WAN tap trung vao
ing dung, c6 thé mé rong va bao
mat dir liéu, cung véi thé hé
Firewall ti€p theo (NGFW), phu hop
cho cac van phong, chi nhanh doanh
nghiép quy mdé vira va Ién, duoc
trién khai & cac mang Campus hoéc

chi nhanh doanh nghiép.

FortiGate 400E bao vé hé thong mang
khdi cac m6i de doa mang bang kha
nang tang téc hé théng trén chip cung
v@i cdng nghé bao mat hang dau SD-
WAN. DPay la mot gidi phap don gian,

gia ca phai chang va dé trién khai.

Fortinet's Security-Driven Networking
cung cap kha nang tich hgp mang cua
ban v&i nén tang bao mat thé hé mdi
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Connect to Values

Tinh nang n6i bat

S6 cong: 18x GE RJ45, 16x GE SFP

Local storage: 480 GB (401E)

Firewall Throughput (1518/512/64 byte UDP): 20/ 20/ 9
Gbps

IPsec VPN Throughput (512 byte): 20 Gbps
IPSThroughput (Enterprise Mix): 7.8 Gbps
NGFW Throughput (Enterprise Mix: 6 Gbps
Threat Protection Throughput (Ent. Mix): 5 Gbps
Firewall Latency: 2.14 ps

Concurrent Sessions: 4 Million

New Sessions/Sec: 450,000

Firewal Policy: 10000

Max G/W to G/W IPSEC Tunnels: 2000

Max Client to G/W IPSEC Tunnels: 50,000

SSL VPN Throughput: 4.5 Gbps

Concurrent SSL VPN Users (Recommended Maximum,
Tunnel Mode): 5000

SSL Inspection Throughput (IPS, avg. HTTPS): 4.8 Gbps




FortiGate 400E/401E
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Interfaces
(1) 1x USB Port {4) 16x GE RJ45 Ports

_(2) 1x Conzole Port (5) 16x GE SFP Slots
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FortiGate 400E deployment in

Enterprise Branch (Secure SD-WAN) FortiGate 400E SWG deployment
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Automation-Driven
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Analytics-powered
Security & Log Management

FortiGate 400E deployment in
Campus (NGFW)
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! 24/7

FortiGuard App Control Service

FortiGuard IPS Service

FortiGuard Advanced Malware Protection (AMP) — Antivirus, Mobile Malware,
Botnet, CDR, Virus Outbreak Protection and FortiSandbox Cloud Service

FortiGuard Web Filtering Service

FortiGuard Antispam Service

FortiGuard Security Rating Service

FortiGuard Industrial Service

FortiCASB loT Detection Service2

FortiConverter Service

IPAM Cloud 2

SD-WAN Cloud Orchestrator Entitlement?

SD-WAN Cloud Assisted Monitoring

SD-WAN Overlay Controller VPN Service

FortiAnalyzer Cloud

FortiManager Cloud Y

1.24/7 plus Advanced Services Ticket Handling 2. Available when running FortiOS 6.4
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Hardware Specifications
GE RJ45 Interfaces

GE SFP Slots

GE RJ45 Management Ports
USB Port

RJ45 Console Port

Local Storage

Included Transceivers

FORTIGATE 400E FORTIGATE
401E/-DC
16
16
2
2

- 2x 240 GBSSD
2 x SFP (SX 1 GE)

System Pertormance — Enterprise Traffic Mix

IPS Throughput ° 7.8 Gbps
NGFW Throughput ** 6 Gbps
Threat Protection Throughput”” 5 Gbps
System Pertormance

IPv4 Firewall Throughput (1518/512/64 byte UDP packets) 32/32/24 Gbps
IPv6 Firewall Throughput (1518/512/64 byte UDP packets) 32/32/24 Gbps
Firewall Latency (64 byte UDP packets) 2.14 ps
Firewall Throughput (Packets Per Second) 36 Mbps
Concurrent Sessions (TCP) 4 Million
New Sessions/Second (TCP) 450,000
Firewall Policies 10,000
IPsec VPN Throughput (512 byte) ! 20 Gbps
Gateway-to-Gateway IPsec VPN Tunnels 2000
Client-to-Gateway IPsec VPNTunnkls 50,000
SSL-VPN Throughput 4.5 Gbps
Concurrent SSL-VPN Users 5,000
(Recommended Maximum, Tunnel Mode)

SSL Inspection Throughput (IPS, avg.BHTTPS) 4.8 Gbps
SSL Inspection CPS (IPS, avg. HTTPS) 4,000
SSL Inspection Concurrent Session (IPS. avg. HTTPS)? 300,000
Application Control Throughput (HTTP 64K)” 12 Gbps
CAPWAP Throughput (HTTP 64K) 14.8 Gbps
Virtual Domains (Default/ Maximum) 10/10
Maximum Number of FortiSwitches Supported 72
Maximum Number of FortiAPs (Total/Tunnel Mode) 5127/ 256
Maximum Number of FortiTokens 5,000

High Availability Configurations

Active-Active, Active/Passive, Clustering

Dimensions and Power

Height x Width x Length (inches)

Height x Width x Length (mm)

Weight

Form Factor (supports EIA/non-EIA standards)

1.75x17.0x15.0
44.45 x 432 x 380
16.4 Ibs (7.4 kg) 16.9 Ibs (7.9 kg)

Rack Mount, 1 RU

AC Power Consumption (Average / Maximum) 109 W/ 214W 115W / 221W
AC Power Input 100 - 240 V AC 50/60 Hz

AC Current (Maximum) 6A

DC Power Input -48V to - 60V DC
DC Current Maximum 11.5A

DC Current (Nominal) 4.6A

DC Power Consumption (Average / Maximum) 115W /7 221W
Heat Dissipation 730 BTU/h 754 BTU/h
Redundant Power Supplies (Hot Swappable) Optional

Operating Environment and Certifications
Operating Temperature

Storage Temperature

Humidity

Noise Level

Operating Altitute

Compliance

Certitications

32-104°F (0-40°C)
-31-158°F (- 35-70°C)
10-90% non-condensing
48 dBA
Up to 7,400 ft (2,250 ml)
FCC Part 15, Class A, RCM, VCClI, CE, UL/cUL, CB
ICSA Labs: Firewall, IPsec, IPS, Antivirus, SSL-VPN; IUSGv6/Pv6

Note: All performance values are “up to” and vary depending on system configuration.

1. IPsec VPN performance test uses AES256-SHA256.

2. PS (Enterprise Mix), Application Control, NGFW, and Threat Protection are measured with Logging enabled.

3. SSL Inspection performance values use an average of HTTPS sessions of different cipher suites.
4. NGFW performance is measured with Firewall, IPS, and Application Control enabled.
5. Threat Protection performance is measured with Firewall, IPS, Application Control, and Malware Protection enabled. 40



